
Metashield® Protector  

for Client

The ideal solution to eliminate 
sensitive information from all of 
your workstations, an unnecessary 
security risk for your organization

Customized cleanup for your workstations

The information of an organization is in constant motion. The transmission of data 
performed through different media is increasing. The files of an organization can end 
up in cloud storage servers, ftp servers or in the hands of emails recipients, outside 
of corporate control. 

The documents we work with every day can contain metadata, “data about data”, 
which can reveal sensitive information about our company, employees, clients or 
business relationships. 

This would enable a malicious user to obtain critical information about our business 
environment, with the consequent economic and reputational implications.

MetaShield® Protector for Client is a simple software tool that helps prevent leaks of 
sensitive information by deleting the metadata and hidden information associated 
with the files held on workstations.

What distinguishes MetaShield® Protector for Client from 
other solutions?

This technology, designed and developed by computer experts from ElevenPaths, 
enables organizations to remove sensitive information upon request that is associated 
to the metadata of files on workstations. 

MetaShield® Protector for Client dispone de una versión personal que permite la 
implementación individualizada puesto a puesto, así como una versión deployment 
que facilita a los Responsables TIC el despliegue masivo a través del Directorio Activo, 
logrando cubrir de forma eficaz el conjunto de estaciones de trabajo en cualquier 
entorno corporativo.

BENEFITS

Fast and easy to deploy tool
Installation in 10 minutes with implementation 
support and customized advice.

Deployment version
Supports mass deployment of MetaShield® 
Protector for Client through active directory and 
similar policies.

Á la carte data cleansing
The user can easily select the folders and types 
of files to be cleaned on any workstation.

Multiple processing
The service enables multiple files to be cleaned 
simultaneously. 

Native visual integration
The tool is integrated natively in the context 
menus of the workstations.

ElevenPaths services included
Help from the ElevenPaths support center for 
installing and configuring the service. 



Metashield® Protector for Client

Get the solution that best 
suits your needs

Contract the solution that best suits your 
organization’s needs. The services provided by 
the MetaShield®  Protector family of solutions 
have been developed to meet your diverse 
corporate needs. With MetaShield®  Protector 
for Client  your organization will have a 
portable version of MetaShield designed 
specifically for personal management of 
metadata.

Prevent metadata leaks 

Transfer files to other destinations or 
environments without the slightest leak of 
information. MetaShield® Protector for Client 
allows you to clean your files of confidential 
data before transferring or sharing them.

Protect your brand

Do not allow sensitive information leaks 
to result in security risks that affect your 
organization. Avoid revealing corporate 
information such as users, printers or other 
elements that may lead to targeted attacks 
against your enterprise.

Contact us at elevenpaths@elevenpaths.com 

www.metashieldprotector.com

Office documents
Microsoft Office Files	 *.ppt,*.doc, *.xls, *.pptx, *.docx, *.xlsx, etc.

Open Office + Libre Office  Files	 *.odg, *.odt. *.odp, *.ods

Star Office Files	 *.sxw

iWorks Files	 *.pages, *.key, *.numbers

Digital/Image Files	 *.jpg, *.pdf

Technical specifications

Environment

•	 Client component for workstations/desktops
•	 Portable version of MetaShield designed for personal 

management metadata
•	 Support for automated deployments through active 

directory policies 

Customized control of the environment

•	 On demand elimination of confidential information 
from local files 

•	 Selection of multiple files for processing
•	 Optimized process for minimum resource consumption 

Security

•	 	Prevention of information leaks through filtering 
and elimination of metadata from files

•	 Improved compliance with PCI DSS, HIPAA, and other 
regulatory frameworks and legislation

•	 Elimination of tactical information leaks that bolster 
targeted attacks

•	 Raises the bar against Advanced Persistent Threats

Minimum requirements

•	 	Windows XP SP3 (any edition) or above
•	 	.Net Framework 3.5, 4
•	 	1024 Mb Ram
•	 	30 Mb of disk space

• The portable solution for workstations
• Sensitive information removal with a single click


